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OBJECTIVES:
The student should be made to:

» Learn to implement the algorithms DES, RSA,MDS5,SHA-1

» Learn to use network security tools like GnuPG, KF sensor, Net Strumbler
LIST OF EXPERIMENTS:

1. Implement the following SUBSTITUTION & TRANSPOSITION TECHNIQUES
concepts:
a) Caesar Cipher
b) Playfair Cipher
c) Hill Cipher
d) Vigenere Cipher
e) Rail fence — row & Column Transformation
2. Implement the following algorithms
a) DES
b) RSA Algorithm
c) Diffiee-Hellman
d) MDS5
e) SHA-1
3. Implement the Signature Scheme - Digital Signature Standard
4. Demonstrate how to provide secure data storage, secure data transmission and for
creating digital signatures (GnuPG)
S. Setup a honey pot and monitor the honeypot on network (KF Sensor)
6. Installation of rootkits and study about the variety of options
7. Perform wireless audit on an access point or a router and decrypt WEP and WPA.
( Net Stumbler)

8. Demonstrate intrusion detection system (ids) using any tool (snort or any other s/w)

TOTAL: 45 PERIODS
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OUTCOMES:

At the end of the course, the student should be able to:

» Implement the cipher techniques
» Develop the various security algorithms

» Use different open source tools for network security and analysis

LIST OF HARDWARE REQUIREMENTS & SOFTWARE REQUIREMENTS
SOFTWARE REQUIREMENTS

C

C++

Java or equivalent compiler GnuPG
KF Sensor or Equivalent

Snort

YV V V V V V

Net Stumbler or Equivalent

HARDWARE REQUIREMENTS

» Standalone desktops (or) Server supporting 30 terminals or more
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INDEX
S.No. Name of the Program Page No. Staff Signature Remarks
1(A) Caesar Cipher
1(B) | Playfair Cipher
1(C) | Hill Cipher
1(D) | Vigenere Cipher
1(E) Rail fence — row & Column
Transformation
2(A) Data Encryption Standard(DES)
2(B) RSA Algorithm
2(0) Diffiee-Hellman Algorithm
2(D) | MDS
2(E) SHA-1
3 Implement the Signature Scheme
for Digital Signature Standard
4 Demonstrate how to provide secure
data storage, secure data
transmission and for
creating digital signatures (GnuPG)
5 Setup a honey pot and monitor the
honeypot on network (KF Sensor)
6 Installation of rootkits and study
about the variety of options
7 Perform wireless audit on an access
point or a router and decrypt WEP
and WPA
( Net Stumbler)
8 Demonstrate intrusion detection
system (ids) using any tool
(snort or any other s/w)
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EX. NO: 1(A)
IMPLEMENTATION OF CAESAR CIPHER

AIM:
To implement the simple substitution technique named Caesar cipher using C language.

DESCRIPTION:

To encrypt a message with a Caesar cipher, each letter in the message is changed
using a simple rule: shift by three. Each letter is replaced by the letter three letters ahead in
the alphabet. A becomes D, B becomes E, and so on. For the last letters, we can think of the
alphabet as a circle and "wrap around". W becomes Z, X becomes A, Y becomes B, and Z

becomes C. To change a message back, each letter is replaced by the one three before it.

EXAMPLE:

ALGORITHM:

STEP-1: Read the plain text from the user.

STEP-2: Read the key value from the user.

STEP-3: If the key is positive then encrypt the text by adding the key with each
character in the plain text.

STEP-4: Else subtract the key from the plain text.

STEP-5: Display the cipher text obtained above.

PROGRAM: (Caesar Cipher)

#include <stdio.h>
#include <string.h>
#include<conio.h>
#include <ctype.h>
void main ()
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char plain[10], cipher[10];
int key, i, length;
int result;
clrscr();
printf ("\n Enter the plain text:");
scanf ("%$s", plain);
printf ("\n Enter the key value:");
scanf ("%d", &key);
printf("\n \n \t PLAIN TEXt: %s",plain);
printf("\n \n \t ENCRYPTED TEXT: ");
for(i = 0, length = strlen(plain); i < length; i++)
{
cipher[i]=plain[i] + key;
if (isupper(plain[i]) && (cipher[i] > 'Z'))
cipher[i] = cipher[i] - 26;
if (islower(plain[i]) && (cipher[i] > 'z'))
cipher[i] = cipher[i] - 26;
printf ("%$c", cipher[i]);
}
printf("\n \n \t AFTER DECRYPTION : ");
for (i=0;i<length; i++)
{
plain[i]=cipher[i]-key;
if (isupper (cipher[i]) && (plain[i]<'A'))
plain[i]=plain[i]+26;
if (islower (cipher[i]) && (plain[i]<'a'))
plain[i]=plain[i]+26;
printf ("%c",plain[i]);
}
getch();
}
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OUTPUT:

Turbo C++ IDE

Enter the plain text:-hello

Enter the key value:3

PLAIN TEXt: hello
EHNCRYPTED TEXT: khoor
AFTER DECRYPTION : hello

RESULT:

Thus the implementation of Caesar cipher had been executed successfully.
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EX. NO: 1(B)

IMPLEMENTATION OF PLAYFAIR CIPHER

AIM:

To write a C program to implement the Playfair Substitution technique.

DESCRIPTION:

The Playfair cipher starts with creating a key table. The key table is a 5x5 grid of

letters that will act as the key for encrypting your plaintext. Each of the 25 letters must be

unique and one letter of the alphabet is omitted from the table (as there are 25 spots and 26

letters in the alphabet).

To encrypt a message, one would break the message into digrams (groups of 2 letters)

such that, for example, "HelloWorld" becomes "HE LL OW OR LD", and map them out on

the key table. The two letters of the diagram are considered as the opposite corners of a

rectangle in the key table. Note the relative position of the corners of this rectangle. Then

apply the following 4 rules, in order, to each pair of letters in the plaintext:

1. If both letters are the same (or only one letter is left), add an "X" after the first letter

2. If the letters appear on the same row of your table, replace them with the letters to

their immediate right respectively

3. If the letters appear on the same column of your table, replace them with the letters

immediately below respectively

4. If the letters are not on the same row or column, replace them with the letters on the

same row respectively but at the other pair of corners of the rectangle defined by the

original pair.
EXAMPLE:

D. Playfair Cipher

Example1: Plaintext: CRYPTO ISTOO EASY Key =INFOSEC  Ciphertext: 77

Groupedtext: CR YP TO IS TO XO EA S
Ciphertext: AQ TV.YB N YB YF CB O
I N| F | O[S
BRREN A [ B | D
G H K| |L|N
HENEEERIE
Y IWlR Yy lg
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ALGORITHM:

STEP-1: Read the plain text from the user.

STEP-2: Read the keyword from the user.

STEP-3: Arrange the keyword without duplicates in a 5*5 matrix in the row order and
fill the remaining cells with missed out letters in alphabetical order. Note that
‘> and ‘j’ takes the same cell.

STEP-4: Group the plain text in pairs and match the corresponding corner letters by
forming a rectangular grid.

STEP-5: Display the obtained cipher text.

PROGRAM: (Playfair Cipher)

#include<stdio.h>

#include<conio.h>

#include<string.h>

#include<ctype.h>

#define MX 5

void playfair(char chl,char ch2, char key[MX] [MX])
{

int i,j,w,x,y,2;

FILE *out;
if ((out=fopen ("cipher.txt", "a+") ) ==NULL)
{
printf ("File Currupted.");
}
for (i=0; i<MX; i++)
{
for (3=0; J<MX; j++)
{
if (chl==key[i] [j])
{
w=i;
x=3j;
}
else if (ch2==key[i][3])
{
y=1i;
z=J;
}1}
//printf ("%d%d %d%d",w,x,y, z);
if (w==y)
{
x=(x+1) %5; z=(z+1) %5;
printf ("%c%c", key[w] [x],key[y]l [2]);
fprintf (out, "%$c%c",keyl[w] [x],key[y]([z]);
}
else if (x==2z)
{
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w=(w+1l) $5; y=(y+1) %5;
printf ("%c%c", key([w] [x], key[y] [2]);
fprintf (out, "%$c%c",keyl[w] [x],key[y][z]);

else

printf ("%c%c", key([w] [z], key[y] [x]);
fprintf (out, "%$c%c",keyl[w][z],keyl[y]l[x]);
}
fclose (out);
}
void main ()
{
int i,3j,k=0,1,m=0,n;
char key[MX] [MX], keyminus[25],keystr[10],str[25]={0};
char
alpa[26]={lAl’ lBl’ lcl, lDl, lEl’ lFl’ lGl’ lHl, lIl, lJl’ lKl’ lLl
,lMl’lNl’lol’lPl, lQl,lRl’lSl’lTl’lUl, lvl,lWl,le,lYl’lZl}
clrscr();
printf ("\nEnter key:");
gets (keystr);
printf ("\nEnter the plain text:");
gets (str);
n=strlen (keystr);
//convert the characters to uppertext
for (i=0; i<n; i++)
{
if (keystr[i]=="3j')keystr[i]="1i";
else if (keystr[i]=='J")keystr[i]='T1";
keystr[i] = toupper (keystr[i]);
}
//convert all the characters of plaintext to uppertext
for (i=0; i<strlen(str); i++)
{
if(str[i]=="]J')str[i]="i";
else if(str[i]=="'J'")str[i]="'1";
str[i] = toupper(str[i]);
}
3=0;
for (i=0;1i<26;i++)
{
for (k=0;k<n; k++)
{
if (keystr[k]==alpali])
break;
else if (alpa[i]=='J")
break;
}
if (k==n)
{
keyminus[j]l=alpa[i]; j++;
}
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//construct key keymatrix
k=0;
for (i=0; i<MX; i++)
{
for (j=0; j<MX; j++)
{
if (k<n)
{
key[i] [J]=keystr[k];
k++;}
else
{
key[i] [j]=keyminus[m]; m++;
}
printf("%c ",key[il[]jl);
}
printf("\n");
}

printf ("\n\nEntered text :%s\nCipher Text

for (i=0;i<strlen(str);i++)
{
if(str[i]=="J")str[i]="1";
if (str[i+1]=='\0")
playfair(str[i], 'X', key);

else

{
if(str[i+l]=="'J')str[i+l]="1";
if(str[i]==str[i+l])
playfair(str[i], 'X', key);
else
{
playfair(str[i],str[i+1], key) ;i++;
}}

}

getch();

}

:",str);

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
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OUTPUT:

Enter key:hello

Enter the plain text:cse
E L

H
n
G
Iy
U

Entered text :CBE
Cipher Text :=DRLU_

RESULT:

Thus the Playfair cipher substitution technique had been implemented successfully.

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
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EX. NO: 1(C)
IMPLEMENTATION OF HILL CIPHER

AIM:
To write a C program to implement the hill cipher substitution techniques.

DESCRIPTION:

Each letter is represented by a number modulo 26. Often the simple scheme A =0, B
=1... Z =125, is used, but this is not an essential feature of the cipher. To encrypt a message,
each block of n letters is multiplied by an invertible n X n matrix, against modulus 26. To
decrypt the message, each block is multiplied by the inverse of the matrix used for
encryption. The matrix used for encryption is the cipher key, and it should be chosen

randomly from the set of invertible n x n matrices (modulo 26).

EXAMPLE:
[ a i A T s T 4= 7 M oar 7
& 4 el v 1l 1)
‘ 9 2 ‘ 19 | = | 07 (mod 26) = | 5 | = PFO’
I 4 = e o A 4
I A U U N A |
ALGORITHM:

STEP-1: Read the plain text and key from the user.

STEP-2: Split the plain text into groups of length three.

STEP-3: Arrange the keyword in a 3*3 matrix.

STEP-4: Multiply the two matrices to obtain the cipher text of length three.
STEP-5: Combine all these groups to get the complete cipher text.

PROGRAM: (Hill Cipher)

#include<stdio.h>
#include<conio.h>
#include<string.h>
int main () {
unsigned int a[3][3]={{6,24,1},{13,16,10},{20,17,15}};
unsigned int b[3][3]={{8,5,10}, {21,8,21},{21,12,8}};
int i,3j, t=0;
unsigned int c[20],d[20];
char msg[20];
clrscr();
printf ("Enter plain text\n ");
scanf ("%$s",msqg) ;
for (i=0;i<strlen (msg) ; i++)
{ clil=msalil-65:
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printf("%sd ",c[i]);

}
for (i=0;i<3;i++)
{ t=0;
for (3=0; j<3; j++)
{
t=t+(al[il[j]l*c[]]);
}
d[i]=t%26;
}

printf ("\nEncrypted Cipher Text
for (i=0;i<3;i++)

printf (" %c",d[i]+65);

for (i=0;i<3;i++)

{
t=0;
for (3=0; j<3; j++)
{
t=t+(b[1][j]1*d[]]);
}
c[il=t%26;
}

printf ("\nDecrypted Cipher Text
for (i=0;i<3;i++)

printf (" %c",c[i]+65);

getch();

return O;

}

OUTPUT:

e Turbo C++ IDE

Encrypted GCipher Text =
Decrypted Cipher Text =

RESULT:

Thus the hill cipher substitution technique had been implemented successfully in C.

")

")

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING




CS6711 SECURITY LABORATORY

EX. NO: 1(D)
IMPLEMENTATION OF VIGENERE CIPHER

AIM:
To implement the Vigenere Cipher substitution technique using C program.

DESCRIPTION:

To encrypt, a table of alphabets can be used, termed a tabula recta, Vigenere square,
or Vigenere table. It consists of the alphabet written out 26 times in different rows, each
alphabet shifted cyclically to the left compared to the previous alphabet, corresponding to the
26 possible Caesar ciphers. At different points in the encryption process, the cipher uses a
different alphabet from one of the rows. The alphabet used at each point depends on a

repeating keyword.

Each row starts with a key letter. The remainder of the row holds the letters A to Z.
Although there are 26 key rows shown, you will only use as many keys as there are unique
letters in the key string, here just 5 keys, {L, E, M, O, N}. For successive letters of the
message, we are going to take successive letters of the key string, and encipher each message
letter using its corresponding key row. Choose the next letter of the key, go along that row to
find the column heading that matches the message character; the letter at the intersection of

[key-row, msg-col] is the enciphered letter.

EXAMPLE:

BOD E FGILI I JKLMNODPQR S TUWWXTY Z
e o DD E I &I J K . MNO I QIIL 5 T T7%W W XN % 2
13 B F G L 2K LMNOEQIESTUWVWI Y Z A
c D FOoHIJITKLMNOPGQRSTTVWXTY Z AB
> E S I JEKE L MM O F @ E 3T WJWWXY 2 A B C
B F H T JIXTLMNODPQASTIWVWXIXYZ A 3D
F o I JKLMNOQPQRBRSTUIUVWXY ZABOCLDE
] H J oM LMK OO FPF QBRSO LY WX Y £ A B O D EF
EL) LMNCPQRSTJIVWXYZ ABCD =F G
L|1 1 LMNOPFQRRESTUVWVWXY=ZABCDEFGH
J10 KRN O H ST LY WX Y oA B OC DR G
KIEKLMNOPQRESTUVWXYZABCD=ZFG3IIL J
LLMNOFPQ@:®ASTUIWWX Y ZAIEFESLDISFGEH L JdXK
MMNOPQRSTUIUVWX YZAaBCD=FGHTI JKL
NNOPQALSTUVWXYZABCDEZFTGETSI I XLM
OO PQRS TITVWIX Y Z?Z ABCDREFGHT I KILMN
PIPQASTUVWX Y ZABCDEFOSETI JITKLMNO
QI B S T U VWX Y ZASCDOHDEFGHILJIKLDMDMNGOGE
R|AE S TUOVWXYZABCDETFOGOHTI JTKLMNOPQ
S|Ss TUVWXYZABCDEFGHT I IKLMNODODTPEGR
TITUWVWX Y ZABCDREFGEGHIT ITKLMNGOP QRS
UT VWX Y ZABCDEFGSCAEI IKLMNOP Q RS T
VI VWX Y 2 A B CD K E G L dKLMNOIPQRSTU
WW X Y Z ABCRDEFOE I JKLMNGOPGQR S T IOV
(X ¥ oA R TR FPFGHT I KT MNP g R S T T WW
WYY ZAROCDDETFGIT ITKLMNGPQRS T U VWX
Z|lZASCOEFGHI IKLMNOPQRSTU WV WX Y
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ALGORITHM:

STEP-1: Arrange the alphabets in row and column of a 26*26 matrix.

STEP-2: Circulate the alphabets in each row to position left such that the first letter is
attached to last.

STEP-3: Repeat this process for all 26 rows and construct the final key matrix.

STEP-4: The keyword and the plain text is read from the user.

STEP-5: The characters in the keyword are repeated sequentially so as to match with
that of the plain text.

STEP-6: Pick the first letter of the plain text and that of the keyword as the row indices
and column indices respectively.

STEP-7: The junction character where these two meet forms the cipher character.

STEP-8: Repeat the above steps to generate the entire cipher text.

PROGRAM: (Vigenere Cipher)

#include <stdio.h>
#include<conio.h>
#include <ctype.h>
#include <string.h>
void encipher();
void decipher();
void main ()

{
int choice;
clrscr();
while (1)
{
printf("\nl. Encrypt Text");
printf ("\t2. Decrypt Text");
printf ("\t3. Exit");
printf ("\n\nEnter Your Choice : ");
scanf ("%d", &choice);
if (choice == 3)
exit (0);
else if (choice == 1)
encipher () ;
else if (choice == 2)
decipher () ;
else
printf ("Please Enter Valid Option.");
}
}
void encipher ()
{

unsigned int i, j;
char input[50],key[10];
printf ("\n\nEnter Plain Text: ");
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void

scanf ("%s",input) ;
printf ("\nEnter Key Value: ");
scanf ("%$s", key) ;
printf ("\nResultant Cipher Text: ");
for (i=0, j=0;i<strlen (input) ; i++, j++)
{
if (j>=strlen (key))
{ j=0;
}
printf ("%$c", 65+ (( (toupper (input[i])—-65) + (toupper (key[]j]) -
65))%26));
}}
decipher ()

unsigned int i, j;

char input[50],key[10];

int value;

printf ("\n\nEnter Cipher Text: ");
scanf ("%$s", input) ;

printf ("\n\nEnter the key value: ");
scanf ("%$s", key) ;

for (i=0, j=0;i<strlen (input) ; i++, j++)

{

b}

if (j>=strlen (key))

{ j=0; }

value = (toupper (input[i])-64)—-(toupper (key[j])—-64);
if( value < 0)

{ wvalue = value * -1,

}
printf ("%c", 65 + (value % 26));
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OUTPUT:

1. Encrypt Text 2. Decrypt

Enter Your Choice - 1

Enter Plain Text: hai
Enter Key Ualue: hello

Resultant Cipher Text: OET
1. Encrypt Text 2. Decrypt

Enter Your Choice - 2

Enter Cipher Text: OET

Enter the key value: hello
Hi I
1. Encrypt Text 2. Decrypt

Enter Your Choice = 3

Text 3. Exit

Text 3. Exit

Text 3. Exit

RESULT:

Thus the Vigenere Cipher substitution technique had been implemented successfully.
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EX. NO: 1(E)

IMPLEMENTATION OF RAIL FENCE - ROW & COLUMN

TRANSFORMATION TECHNIQUE

AIM:

To write a C program to implement the rail fence transposition technique.

DESCRIPTION:

In the rail fence cipher, the plain text is written downwards and diagonally on
successive "rails" of an imaginary fence, then moving up when we reach the bottom rail.
When we reach the top rail, the message is written downwards again until the whole plaintext

is written out. The message is then read off in rows.

EXAMPLE:

—

C=mem| S o
OO on |
oA | m
M =m0
D=3 mea | A

ol el =

vields the cipher
WIREEROQOSUAEVAREBDEVICACDOFESETYL.

ALGORITHM:

STEP-1: Read the Plain text.

STEP-2: Arrange the plain text in row columnar matrix format.

STEP-3: Now read the keyword depending on the number of columns of the plain text.

STEP-4: Arrange the characters of the keyword in sorted order and the corresponding
columns of the plain text.

STEP-5: Read the characters row wise or column wise in the former order to get the

cipher text.

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING 19
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PROGRAM: (Rail Fence)

#include<stdio.h>
#include<conio.h>
#include<string.h>
void main ()
{
int i,73,k,1;
char a[20],c[20],d[20];
clrscr();
print£ ("\n\t\t RAIL FENCE TECHNIQUE");
printf ("\n\nEnter the input string : ");
gets(a);
l=strlen(a);

/*Ciphering*/
for (i=0, j=0;i<1;i++)
{
if (i%2==0)
c[j++]=ali];
}
for (i=0;i<l;i++)
{
if (i%2==1)
c[j++]=ali];
}
c[jI="\0";
printf ("\nCipher text after applying rail fence
printf ("\n%s",c);

/*Deciphering*/
if (1%2==0)
k=1/2;
else
k=(1/2)+1;
for (i=0, j=0;i<k;i++)
{
d[jl=cl[i];
j=j+2;
}
for (i=k, j=1;i<1;i++)
{
d[jl=cl[i];
j=3j+2;
}
d[1]="'\0";
printf ("\nText after decryption : ");
printf ("%$s",d);
getch();
}

")

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
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OUTPUT:

ey Turbo C++ IDE

RAIL FEMCE TECHNIQUE

Enter the input string : computer science

Cipher text after applying rail fence :
cmue cecoptrsine
Text after decryption : computer science

RESULT:

Thus the rail fence algorithm had been executed successfully.
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EX. NO: 2(A) IMPLEMENTATION OF DES

AIM:

To write a C program to implement Data Encryption Standard (DES) using C

Language.

DESCRIPTION:

DES is a symmetric encryption system that uses 64-bit blocks, 8 bits of which are
used for parity checks. The key therefore has a "useful" length of 56 bits, which means that
only 56 bits are actually used in the algorithm. The algorithm involves carrying out
combinations, substitutions and permutations between the text to be encrypted and the key,
while making sure the operations can be performed in both directions. The key is ciphered on
64 bits and made of 16 blocks of 4 bits, generally denoted k; to kj¢. Given that "only" 56 bits

are actually used for encrypting, there can be 2% different keys.

The main parts of the algorithm are as follows:

» Fractioning of the text into 64-bit blocks

» Initial permutation of blocks

A\ 4

Breakdown of the blocks into two parts: left and right, named L and R

Y

Permutation and substitution steps repeated 16 times

Y

Re-joining of the left and right parts then inverse initial permutation

EXAMPLE:

[ 64-bif input | | 64-bit output |

angler
Function

| 64-bit output | | 64-bit input |

Encryption Decryption
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ALGORITHM:

STEP-1: Read the 64-bit plain text.

STEP-2: Split it into two 32-bit blocks and store it in two different arrays.

STEP-3: Perform XOR operation between these two arrays.

STEP-4: The output obtained is stored as the second 32-bit sequence and the original
second 32-bit sequence forms the first part.

STEP-5: Thus the encrypted 64-bit cipher text is obtained in this way. Repeat the same

process for the remaining plain text characters.

PROGRAM:
DES.java

import javax.swing.*;

import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;

import java.util.Random ;

class DES {
byte[] skey = new byte[1000];
String skeyString;
static byte[] raw;
String inputMessage, encryptedData, decryptedMessage;

public DES ()

{

try

{
generateSymmetricKey () ;
inputMessage=JOptionPane.showInputDialog(null, "Enter
message to encrypt");
byte[] ibyte = inputMessage.getBytes();
byte[] ebyte=encrypt (raw, ibyte);
String encryptedData = new String(ebyte);
System.out .println ("Encrypted message "+encryptedData);
JOptionPane.showMessageDialog(null, "Encrypted Data
"+"\n"+encryptedData) ;
byte[] dbyte= decrypt (raw, ebyte);
String decryptedMessage = new String(dbyte);
System.out.println ("Decrypted message
"+decryptedMessage) ;
JOptionPane.showMessageDialog(null, "Decrypted Data
"+"\n"+decryptedMessage) ;

}

catch (Exception e)

{
System.out .println(e);

}

}
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void generateSymmetricKey () {
try {
Random r = new Random();
int num = r.nextInt (10000);
String knum = String.valueOf (num);
byte[] knumb = knum.getBytes();
skey=getRawKey (knumb) ;
skeyString = new String(skey);
System.out.println ("DES Symmetric key = "+skeyString);
}
catch (Exception e)
{
System.out.println (e);
}
}
private static byte[] getRawKey (byte[] seed) throws Exception
{
KeyGenerator kgen = KeyGenerator.getInstance ("DES");
SecureRandom sr = SecureRandom.getInstance ("SHA1PRNG");
sr.setSeed (seed);
kgen.init (56, sr);
SecretKey skey = kgen.generateKey();
raw = skey.getEncoded();
return raw;
}
private static byte[] encrypt (byte[] raw, byte[] clear) throws
Exception {
SecretKeySpec skeySpec = new SecretKeySpec (raw,
"DES") ;
Cipher cipher = Cipher.getInstance ("DES");
cipher.init (Cipher.ENCRYPT MODE, skeySpec);
byte[] encrypted = cipher.doFinal (clear);
return encrypted;
}
private static byte[] decrypt (byte[] raw, byte[] encrypted)
throws Exception
{
SecretKeySpec skeySpec = new SecretKeySpec (raw,
"DES") ;
Cipher cipher = Cipher.getInstance ("DES");
cipher.init (Cipher.DECRYPT MODE, skeySpec);
byte[] decrypted = cipher.doFinal (encrypted);
return decrypted;
}
public static void main(String args[]) {
DES des = new DES();
}
}
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OUTPUT:

- [o]

Encrypted message QUWisRmri7oe4E 471 -5+0
Decrypted message Computer science

E:v >
E:w>javac DES.java

E:v>java DES
DES Symmetric key = #4>8

_;,_-' Enter message to encrypt

[compute

OK || cancel |

Encrypted message Qimhr=!i7oeiE 471 -8-%0
Decrypted message Computer science

IR
E:%>javac DES.java

E:>java DES
DES Symmetric key = #4>8
Encrypted message Mhad«lox B>

i I' Encrypted Data
# JE[ahO604( §>

| oK
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Encrypted message QWishgmrri7¢4E 471 -5+x0
Decrypted message Computer science

E: 2
E:~>javac DES._ java

E:~>java DES

DES Symmetric key = H4>@
Encrypted message 4adJulor A5 >
Decrypted message computer

Decrypted Data
computer

oK |

RESULT:

Thus the data encryption standard algorithm had been implemented successfully
using C language.
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EX. NO: 2(B) IMPLEMENTATION OF RSA

AIM:
To write a C program to implement the RSA encryption algorithm.

DESCRIPTION:

RSA is an algorithm used by modern computers to encrypt and decrypt messages. It
is an asymmetric cryptographic algorithm. Asymmetric means that there are two different
keys. This is also called public key cryptography, because one of them can be given to
everyone. A basic principle behind RSA is the observation that it is practical to find three
very large positive integers e, dand nsuch that with modular exponentiation for all

integer m:
(m®)* = m (mod n)

The public key is represented by the integers n and e; and, the private key, by the
integer d. m represents the message. RSA involves a public key and a private key. The public
key can be known by everyone and is used for encrypting messages. The intention is that
messages encrypted with the public key can only be decrypted in a reasonable amount of

time using the private key.

EXAMPLE:

Pick P and q
*
Calculate n=p*q
*
@ = (p-1)*(q-1)
-
Pick e

+

d = e*(mod-1 @)
+

C= pﬂl*mnd n

*

P = cdmodn
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ALGORITHM:

STEP-1: Select two co-prime numbers as p and q.

STEP-2: Compute n as the product of p and q.

STEP-3: Compute (p-1)*(g-1) and store it in z.

STEP-4: Select a random prime number e that is less than that of z.
STEP-5: Compute the private key, d as e * mod™ (z).

STEP-6: The cipher text is computed as message® * mod n.

STEP-7: Decryption is done as cipher’mod n.

PROGRAM: (RSA)

#include<stdio.h>
#include<conio.h>
#include<stdlib.h>
#include<math.h>
#include<string.h>
long int
p.9,n,t,flag,e[100],d[100],temp[100], j,m[100],en[100],i;
char msg[100];
int prime(long int);
void ce();
long int cd(long int);
void encrypt () ;
void decrypt();
void main ()
{
clrscr();
printf ("\nENTER FIRST PRIME NUMBER\n");
scanf ("%d", &p) ;
flag=prime (p);
if (flag==0)
{
printf ("\nWRONG INPUT\n");
getch();
}
printf("\nENTER ANOTHER PRIME NUMBER\n") ;
scanf ("%d", &q) ;
flag=prime (q);
if (flag==0]| |p==q)
{
printf ("\nWRONG INPUT\n");
getch () ;
}
printf ("\nENTER MESSAGE\n");
fflush(stdin);
scanf ("%$s",msqg) ;
for (i=0;msg[i] !=NULL; i++)
m[i]=msg[i];
n=p*q;
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t=(p-1) *(q-1);
ce();
printf ("\nPOSSIBLE VALUES OF e AND d ARE\n");
for (i=0;i<j-1;i++)
printf ("\n%1d\t%1ld",e[i],d[i]);
encrypt () ;
decrypt () ;
getch () ;
}
int prime(long int pr)
{
int i;
j=sqrt (pr);
for (i=2;i<=3j;i++)
{
if (pr%$i==0)
return O;
}
return 1;
}
void ce()
{
int k;
k=0;
for (i=2;i<t;i++)
{
if (t%i==0)
continue;
flag=prime (i) ;
if (flag==l&&i!=p&&i!=q)
{
e[k]=i;
flag=cd(e[k]);
if (f£lag>0)
{
d[k]=flag;
k++;
}
if (k==99)
break;
} 1}
long int cd(long int x)
{
long int k=1;
while (1)
{
k=k+t;
if (k%x==0)
return (k/x);
} o}
void encrypt () {
long int pt,ct,key=e[0],k, len;
i=0;
len=strlen (msgqg);
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while(i'=len) {
pt=m[i];

pt=pt-96;

k=1;

for (j=0; j<key; j++)

{ k=k*pt;

k=k%n;

}

temp[i]=k;

ct=k+96;

en[i]=ct;

i++;

}

en[i]=-1;

printf ("\nTHE ENCRYPTED MESSAGE IS\n");
for(i=0;en[i] '=-1;i++)
printf ("%$c",en[i]);

}

void decrypt ()

{

long int pt,ct,key=d[0], k;
i=0;

while (en[i] !=-1)

{

ct=temp[i];

k=1;

for (j=0; j<key; j++)

{

k=k*ct;

k=k%n;

}

pt=k+96;

m[i]=pt;

i++;

}

m[i]=-1;

printf ("\nTHE DECRYPTED MESSAGE IS\n");
for(i=0;m[i] !'=-1;i++)
printf ("%$c",m[i]);

}
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OUTPUT:

HEE

ENTER FIRST PRIME HUMBER

EgTER AMOTHER PRIME MUMEER

ENTER HMESSAGE
hello

POSSIBLE VALUES OF e AMD 4 ARE

=
11

17

19

23

29

31 ?

THE ENCRYPTED MESSAGE IS

hadd2
THE DECRYPTED MESSAGE IS
hello

RESULT:

Thus the C program to implement RSA encryption technique had been implemented

successfully
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EX. NO: 2(C)

IMPLEMENTATION OF DIFFIE HELLMAN KEY EXCHANGE

AIM:

ALGORITHM

To implement the Diffie-Hellman Key Exchange algorithm using C language.

DESCRIPTION:

Diffie-Hellman Key Exchange establishes a shared secret between two parties that

can be used for secret communication for exchanging data over a public network.

It is

primarily used as a method of exchanging cryptography keys for use in symmetric encryption

algorithms like AES. The algorithm in itself is very simple. The process begins by having the

two parties, Alice and Bob. Let's assume that Alice wants to establish a shared secret with

Bob.

EXAMPLE:

ALGORITHM:

il
n [E8 Er
0—
| 27?2
o— - I-”I B
' -
Charlie

15 4]

0—

pmivale by b
ran by, B

TR
o—

whared wrEn

STEP-1: Both Alice and Bob shares the same public keys g and p.

STEP-2: Alice selects a random public key a.

STEP-3: Alice computes his secret key A as g* mod p.
STEP-4: Then Alice sends A to Bob.
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STEP-5: Similarly Bob also selects a public key b and computes his secret key as B
and sends the same back to Alice.
STEP-6: Now both of them compute their common secret key as the other one’s secret

key power of a mod p.

PROGRAM: (Diffie Hellman Key Exchange)

#include<stdio.h>
#include<conio.h>
long long int power (int a, int b, int mod)
{
long long int t;
if (b==1)
return a;
t=power (a,b/2,mod) ;

if (b%2==0)
return (t*t) %mod;
else

return (((t*t)%$mod) *a) $mod;

long int calculateKey(int a, int x, int n)
return power (a,x,n);

void main ()

int n,g,x,a,y,b;
clrscr();

printf ("Enter the value of n and g : ");
scanf ("%$d%d", &n, &g) ;
printf ("Enter the value of x for the first person : ");

scanf ("%d", &x) ;

a=power (g, x,n) ;

printf ("Enter the value of y for the second person : ");
scanf ("%d", &y) ;

b=power (g,y,n);

printf ("key for the first person is
%$11d\n",power (b, x,n));

printf ("key for the second person is
%$11d\n",power(a,y,n));

getch();

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING 33




CS6711 SECURITY LABORATORY

OUTPUT:

T - -

Enter the value of n and g = 7
7

Enter the value of x for the first person @ b
Enter the value of vy for the second person = 15
key for the first perszon is = 1

key for the second person is : 1

RESULT:

Thus the Diffie-Hellman key exchange algorithm had been successfully implemented

using C.
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EX. NO: 2(D)

IMPLEMENTATION OF MDS

AIM:
To write a C program to implement the MD35 hashing technique.

DESCRIPTION:

MD)5 processes a variable-length message into a fixed-length output of 128 bits. The
input message is broken up into chunks of 512-bit blocks. The message is padded so that its
length is divisible by 512. The padding works as follows: first a single bit, 1, is appended to
the end of the message. This is followed by as many zeros as are required to bring the length
of the message up to 64 bits less than a multiple of 512. The remaining bits are filled up with
64 bits representing the length of the original message, modulo 2 The main MD5 algorithm
operates on a 128-bit state, divided into four 32-bit words, denoted A, B, C, and D. These are
initialized to certain fixed constants. The main algorithm then uses each 512-bit message

block in turn to modify the state.

EXAMPLE:
A B C D
4 T R
bR
v
M,—rEH
¥
Ki—PEH
"
.
(|
e e
P T T
A 5] C D
ALGORITHM:

STEP-1: Read the 128-bit plain text.
STEP-2: Divide into four blocks of 32-bits named as A, B, C and D.
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STEP-3: Compute the functions f, g, h and i with operations such as, rotations,
permutations, etc,.

STEP-4: The output of these functions are combined together as F and performed
circular shifting and then given to key round.

STEP-5: Finally, right shift of ‘s’ times are performed and the results are combined

together to produce the final output.

PROGRAM:( MDS)

#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <math.h>
#include<conio.h>
typedef union uwb
{
unsigned w;
unsigned char b[4];
} MD5union;
typedef unsigned DigestArray|[4];
unsigned funcO( unsigned abecd[] ) {
return ( abed[l] & abecd[2]) | (~abecd[l] & abecd[3]);}
unsigned funcl( unsigned abcd[] ) {
return ( abed[3] & abecd[l]) | (~abed[3] & abecd[2]);}
unsigned func2( unsigned abcd[] ) {
return abecd[l] * abecd[2] * abed[3];}
unsigned func3( unsigned abcd[] ) {
return abecd[2] * (abecd[l] |~ abed[3]);}
typedef unsigned (*DgstFctn) (unsigned all]);
unsigned *calctable( unsigned *k)
{
double s, pwr;
int i;
pwr = pow( 2, 32);
for (i=0; i<64; i++)
{
s = fabs(sin(1+i));
k[i] = (unsigned) ( s * pwr );

return k;

}

unsigned rol( unsigned r, short N )

{
unsigned maskl = (1<<N) -1;
return ((r>>(32-N)) & maskl) | ((r<<N) & ~maskl);
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unsigned *md5( const char *msg, int mlen)

{
static DigestArray hO = { 0x67452301, OxEFCDABS8Y9,
0x98BADCFE, 0x10325476 };
static DgstFctn ff[] { &funcO0, &funcl, &func2, &func3};

static short M[] = { 1, 5, 3, 7 };
static short O[] = { 0, 1, 5, 0 };
static short rotO[] = 7,12,17,22};
static short rotl[] = 5, 9,14,20};

static short rot2[] 4,11,16,23};

static short rot3[] 6,10,15,21};

static short *rots[] = {rot0, rotl, rot2, rot3 };
static unsigned kspace[64];

{
{
{
{

static unsigned *k;
static DigestArray h;
DigestArray abcd;
DgstFctn fctn;
short m, o, g;
unsigned f;
short *rotn;
union
{
unsigned w[1l6];
char b[64];
}mm;
int os = 0;
int grp, grps, q, p;
unsigned char *msg2;
if (k==NULL) k= calctable (kspace);
for (g=0; g<4; g++) h[gq] = hO[q]; // initialize
{
grps = 1 + (mlen+8)/64;
msg2 = malloc( 64*grps);
memcpy ( msg2, msg, mlen);
msg2[mlen] = (unsigned char)0x80;
q = mlen + 1;
while (g < 64*grps){ msg2[gq] = 0; g++ ; }
{
MD5union u;
u.w = 8*mlen;
q-=28;
memcpy (msg2+q, &u.w, 4 );
}
}
for (grp=0; grp<grps; grp++)
{
memcpy ( mm.b, msg2+os, 64);
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for (q=0;q9<4;q++) abecd[q] = h[q];
for (p = 0; p<4; p++)
{
fctn ffipl;
rotn = rots|[p];
m = M[p]; o= O[p];
for (g=0; g<16; g++)
{

g = (m*q + o) % 16;
f = abcd[1l] + rol( abcd[0]+ fctn(abcd)+k[g+16*p]
+ mm.w[g], rotn[g%4]);
abecd[0] = abed[3];
abcd[3] = abed[2];
abcd[2] = abed[1l];
abed[1l] = £;
}}
for (p=0; p<4; p++)
h[p] += abecd[p];
os += 64;
}
return h;}
void main ()
{
int j,k;
const char *msg = "The quick brown fox jumps over
the lazy dog";
unsigned *d = md5 (msg, strlen(msg));
MD5union u;
clrscr();
printf ("\t MD5 ENCRYPTION ALGORITHM IN C \n\n");
printf ("Input String to be Encrypted using MD5
\n\t%s", msq) ;
printf ("\n\nThe MD5 code for input string is: \n");
printf ("\t= 0x");
for (3=0;7j<4; j++){
u.w = d[j];
for (k=0;k<4;k++) printf("$02x",u.b[k]);
}
printf ("\n");
printf ("\n\t MD5 Encyption Successfully
Completed!!!\n\n");
getch () ;
system("pause") ;
getch();}
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OUTPUT:

Turbo C++ IDE
MDS EMCRYPTIONM ALGORITHM INH C

Input String to be Encrypted using MDS =
The guick brown fox jumps over the la=y dog

The MD5 code for input string is
= Bxl—‘8'?{-‘8cS{-‘97488c8{-‘{-‘5718c8fﬁde‘}8c8{-‘

MDS Encyption Successfully Completed?®t®

RESULT:

Thus the implementation of MDS5 hashing algorithm had been implemented
successfully using C.
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EX. NO: 2(E) IMPLEMENTATION OF SHA-I

AIM:
To implement the SHA-I hashing technique using C program.

DESCRIPTION:

In cryptography, SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function.
SHA-1 produces a 160-bit hash value known as a message digest. The way
this algorithm works is that for a message of size < 264 bits it computes a 160-bit condensed
output called a message digest. The SHA-1 algorithm is designed so that it is practically
infeasible to find two input messages that hash to the same output message. A hash function
such as SHA-1 is used to calculate an alphanumeric string that serves as the cryptographic
representation of a file or a piece of data. This is called a digest and can serve as a digital

signature. It is supposed to be unique and non-reversible.

EXAMPLE:
A B ( 0 E
\1 |
Fl >
X/ /-
t l_ f—
5 '\."“- L]
W,
) kY
.L‘\.I_ 11. 1"11 - KI,
. ' \ Y
R ', N e
NS
LU IR T
A B ( 0 E
ALGORITHM:

STEP-1: Read the 256-bit key values.

STEP-2: Divide into five equal-sized blocks named A, B, C, D and E.

STEP-3: The blocks B, C and D are passed to the function F.

STEP-4: The resultant value is permuted with block E.

STEP-5: The block A is shifted right by ‘s’ times and permuted with the result of step-4.
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STEP-6: Then it is permuted with a weight value and then with some other key pair and
taken as the first block.
STEP-7: Block A is taken as the second block and the block B is shifted by ‘s’ times and
taken as the third block.
STEP-8: The blocks C and D are taken as the block D and E for the final output.

PROGRAM: (Secure Hash Algorithm)

import java.security.¥*;
public class SHAl {
public static void main(String[] a) {
try {
MessageDigest md = MessageDigest.getInstance("SHAl");
System.out .println ("Message digest object info: ");

System.out.println(" Algorithm = " +md.getAlgorithm());
System.out.println(" Provider = " +md.getProvider());
System.out .println(" ToString = " +md.toString());
String input = "";

md.update (input .getBytes()) ;

byte[] output = md.digest () ;

System.out .println();
System.out.println ("SHAL (\""+input+"\")
+bytesToHex (output) ) ;

input = "abc";

md.update (input.getBytes());

output = md.digest () ;

System.out .println();

System.out .println ("SHAL (\""+input+"\")
+bytesToHex (output) ) ;

input = "abcdefghijklmnopgrstuvwxyz";
md.update (input .getBytes()) ;

output = md.digest () ;
System.out.println();

System.out .println ("SHAL (\"" +input+"\") ="
+bytesToHex (output) ) ;

System.out .println(""); 1}

catch (Exception e) {

System.out.println ("Exception: " +e);

}

}

public static String bytesToHex (byte[] b)

{
char hexDigit[] = {'O', '1', '2', '3', '4', '5', '6’',
'7', '8', '9', 'a', 'B', 'Cc', 'D', 'E', 'F'};
StringBuffer buf = new StringBuffer();
for (int j=0; j<b.length; j++) {
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buf. append (hexDigit[ (b[j] >> 4) & 0x0f]);
buf.append (hexDigit[b[j] & O0x0f]); 1}
return buf.toString(); }

OUTPUT:

AWINDOWS\system 32\cmd. exe

E<{filename > Read options and filenames from file

F:%~>»javac SHAl.java
F=“>java SHAl

Messzage digest object info:

Algorithm = SHA1

Provider SUN version 1.7

ToString 2HA1 Message Digest from SUN,. <initialized>

SHALC"'> = DA3TAZEESE6CB4BAD3255BFEF25601890AFD8A7AY
SHAL1C"abe"> = A?9923E3647068B16ABAIEZ5717858C26CCDAEDEID

SHAL"abcdef ghijklmnopgrs tuvwxyz"> = 32D1BCYBECF?657BCAB4CEI?F2A12D8424BD3A8Y

RESULT:

Thus the SHA-1 hashing technique had been implemented successfully.
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EX.NO: 3

IMPLEMENTATION OF DIGITAL SIGNATURE STANDARD

AIM:

To write a C program to implement the signature scheme named digital signature

standard (Euclidean Algorithm).

ALGORITHM:

STEP-1: Alice and Bob are investigating a forgery case of x and y.

STEP-2: X had document signed by him but he says he did not sign that document
digitally.

STEP-3: Alice reads the two prime numbers p and a.

STEP-4: He chooses a random co-primes alpha and beta and the x’s original signature

X.
STEP-5: With these values, he applies it to the elliptic curve cryptographic equation to

obtain y.
STEP-6: Comparing this ‘y’ with actual y’s document, Alice concludes that y is a

forgery.

PROGRAM: (Digital Signature Standard)

import java.util.¥*;
import java.math.BigInteger;
class dsaAlg {
final static BigInteger one = new BigInteger("1");
final static BigInteger zero = new BigInteger ("0");
public static BigInteger getNextPrime (String ans)
{
BigInteger test = new BigInteger (ans);
while (!'test.isProbablePrime (99))
e:
{
test = test.add (one);
}
return test;
}
public static BigInteger findQ (BigInteger n)
{
BigInteger start = new BigInteger("2");
while ('n.isProbablePrime (99))
{
while (! ((n.mod(start)) .equals(zero)))
{

start = start.add(one);
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}
n = n.divide (start);
}
return n;
}
public static BigInteger getGen (BigInteger p, BigInteger q,
Random r)
{
BigInteger h = new BigInteger (p.bitLength(), r);
h = h.mod(p);
return h.modPow ( (p.subtract (one)) .divide(q), p);
}
public static void main (String[] args) throws
java.lang.Exception
{
Random randObj = new Random();
BigInteger p = getNextPrime ("10600"); /* approximate
prime */
BigInteger g findQ (p.subtract (one));
BigInteger g = getGen (p, q, randObj) ;
System.out.println(" \n simulation of Digital Signature
Algorithm \n");
System.out .println(" \n global public key components
are:\n");

System.out.println("\np is: " + p);
System.out.println("\nq is: " + q);
System.out.println("\ng is: " + g);

BigInteger x = new BigInteger (q.bitLength(), randObj);
x = x.mod(q);

BigInteger y g.modPow (x,p) ;

BigInteger k = new BigInteger (q.bitLength (), randObj);
k = k.mod(q);

BigInteger r = (g.modPow(k,p)) .mod(q);

BigInteger hashVal = new BigInteger (p.bitLength(),
randObj) ;

BigInteger kInv = k.modInverse(q);

BigInteger s = kInv.multiply (hashVal.add (x.multiply(r)));
s = s.mod(q);

System.out .println("\nsecret information are:\n");
System.out .println("x (private) is:" + x);

System.out .println("k (secret) is: " + k);
System.out.println("y (public) is: " + y);

System.out .println("h (rndhash) is: " + hashVal);
System.out .println("\n generating digital signature:\n");
System.out .println("r is : " + r);

System.out.println("s is : " + s);

BigInteger w = s.modInverse (q);

BigInteger ul = (hashVal.multiply(w)) .mod(q);

BigInteger u2 = (r.multiply(w)) .mod(q);

BigInteger v = (g.modPow(ul,p)) .multiply (y.modPow(u2,p));
v = (v.mod(p)) -mod(q);

System.out .println("\nverifying digital signature
(checkpoints)\n:");

System.out.println("w is : " + w);
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System.out.println("ul is : " + ul);
System.out .println("u2 is : " + u2);
System.out .println("v is : " + v);
if (v.equals(r))
{
System.out .println("\nsuccess: digital signature is
verified!\n " + r);
}
else
{
System.out .println("\n error: incorrect digital
signature\n ");
}
}
}
OUTPUT:

C:AWINDOWS\system 32vcmd. exe
E:~>javac dsaflg.java
E:~>java dsaflg

simulation of Digital Signature Algorithm

global pubhlic key components avre:

zecret information arve:

x (private) is:6

k (zecret) is: 7

vy (public) ds: 1992
h <(rndhaszh> i=z: 180088

generating digital signature:

is
is
is

is

RESULT:

Thus the simple Code Optimization techniques had been implemented successfully.
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EX. NO: 04

SECURE DATA STORAGE, SECURE DATA TRANSMISSION AND FOR
CREATING DIGITAL SIGNATURES (GNUPG)

Demonstrate how to provide secure data storage, secure data transmission and for

creating digital signatures (GnuPG).

INTRODUCTION:

» Here’s the final guide in my PGP basics series, this time focusing on Windows

» The OS in question will be Windows 7, but it should work for Win8 and Win8.1 as
well

» Obviously it’s not recommended to be using Windows to access the DNM, but I
won’t go into the reasons here.

» The tool well be using is GPG4Win

INSTALLING THE SOFTWARE:

1. Visit www.gpgdwin.org. Click on the “Gpgd4win 2.3.0” button

Download

Gpgdwin 2.3.3 (Released: 2016-08-18)

. - Gpgdwin 2.3.3 contains:
You can download the full version (including the Gpodwin compendium) of Gpgdwin 2.3.3 here:
. GnuPG 2.0.30
Gpg4wm 233 Kleopatra 2.2.0-gitfhdaedd
Size: 26 MByte GPA 0.9.9

GpooL 1.4.0

OpenPGP signature (for gpodwin-2 3.3 exe) GpoEX 1.0.4
SHAY checksum (orguydin-2.33 exe). 67e13c4£30 2687085 b3 1£64823609315308 Rompendiun (dz) 3.0.0

) Compendium (en) 3.0.0
Changelog
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2. On the following screen, click the “Download Gpgd4win” button.

3. When the “Welcome” screen is displayed, click the “Next” button

¥ Gpgdwin Setup

Welcome to the installation of
Gpgdwin

Gpgdwin is a inskaller package For Windows For EMail and File
encryption using the core component GnuPG For Windows,
Both relevant cryptography standards are supported,
CpenPaP and S/MIME, Gpodwin and the software included
with Gpg4win are Free Software,

Click. Mexk ko continue.

This is Gpg4win version 2.3.2
file version 2.3.2.61025

release date 2016-07-05

Mext = ] [ Zancel
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4. When the “License Agreement” page is displayed, click the “Next” button

* Gpgdwin Setup

‘ \ License Agreement
\ @ This software is licensed under the terms of the GMU General

Public License (GPL),

Press Page Diown ko see the rest of the agreement,

=podwin consist of several independent developed packages, available under A
different license conditions. Most of these packages however are available
under the GMU General Public License (GRU GPLY, Common to all is that they

are Free ko use without restrictions, may be modified and that modifications

may be distributed, If the source files (.2, gpgdwin-src-x.y. 2.exe) are

distributed along with the binaries and the use of the GNU GPL has been

pointed out, distribution is inin all cases possible,

What Follows are the terms of the GMU GPL; For a list of individual
copyright and license notices please see the installed README file.

i

In short: You are allowed to run this software for any purpose, You may diskribute it as long
as you give the recipients the same rights vou have received.

< Back ”_ Mexk = I [ Cancel

5. Set the check box values as specified below, then click the “Next” button

* Gpgdwin Setup
‘ \ Chooge Components
\ @ “hoose which Features of Gpgswin you want to install,

Check the components you want toinstall and uncheck the components wvou don't want to
install, Click Mext bo continue,

Seleck components ko inskall: [ ] 3 SRt

fleopatra

[Tara

GpaoL

GpgEX

Gpaswin Compendiunm

Space required: 100,3MB

< Back ” Mext = ] [ Cancel
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6. Set the location where you want the software to be installed. The default location

is fine. Then, click the “Next” button.

* Gpgdwin Setup
‘ \ Choosze Install Location
\ @ “hoose the Folder in which to install Gpgdwin,

Setup will install Gpgswin in the Following Folder, To installin a different Folder, click Browse
and select another Folder, Click Mext to continue,

Destinakion Folder

i Browse, ..

Space required: 100.3MB
Space available: 20.2GE

[ < Back “ Mext = ] [ Cancel ]

7. Specify where you want shortcuts to the software placed, then click the “Next”

button.

® Gpgdwin Setup

(‘ \ Install Options
\ \ @ Start links

Please select where Gpgawin shall install links:

Start Menu
[oesktop
[ ] uick Launch Ear

{0nly programs will be linked inko the guick launch bar.)

< Back ” Mext = ] [ Cancel
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8. If you selected to have a GPG shortcut in your Start Menu, specify the folder in
which it will be placed. The default “Gpgdwin” is OK. Click the “Install” button

to continue

Choose a Start Menu Folder For the Gpgwin shorbcuts,

‘L. \ @ Choosze Start Menu Folder

Select the Start Menu Folder in which wou would like to create the program's shortouts, You
can also enter a name ko create a new faolder,

7-Zp
Accessories
Administrative Toals
fndroid Studio L
ANSYS 10.0

AMSYS FLEXIm License Manager

ArgoliML

Autodesk.

Baidu Browser

Casper xP

CCleaner

Cisco Packet Tracer v

[

[ < Back ][ Install l [ Cancel ]

9. A warning will be displayed if you have Outlook or Explorer opened. If this

occurs, click the “OK” button.

(& pinentry =X

_-.A-_

( W Enter pacssphrase

B =
Passphta@ sase ulu.‘uzp

Quality: i

Lok |]) cancel |
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10. The installation process will tell you when it is complete. Click the “Next”

button

‘ﬁ. Installation Complete
\ @ Setup was completed successFully.

Campleted

Delete fFile: C:Y\Documents and Settingsiall UsershStart MenuiProgramsiGpgdwiniDoc.. . a
Delete file: C:iDocuments and Settingsiall Users) Start MenuiPrograms\GpogdwiniDoc..,
Delete File: C:iDocuments and Settingsiall Usersh Start Menu\Programs\GpgdwiniDoc, .,
Delete file: C:Y\Documents and Settingsiall UsershSkart MenuProgramsiGpgdwiniDoc. ..
Delete File: CHDocuments and Setkingsiall Usersistart MenuiProgramsiGpgdwiniDoc.. .
Create folder: Ci\Documents and Settingstall UsersiStart MenuProgramshGpgdwin
Create folder: C:\Documents and Settingstall UsersiStart MenuhProgramshGpgdwinD. ..
Create shortcuk: CDocurments and Settingstal UsersiStart MenuhPrograms|Gpg=hai. ..
Create shortcut; CDocuments and Settingsiall UserstStart MenuhProgramsGpgdai, .,
Create shortcuk: C:\Documents and Settingsiall UsersiStart MenuhPrograms,Gpgai. ..
Create shortcuk: C:\Documents and Settingsiall UserstStart MenuhPrograms Gpgshai. ..
Create shortcuk; CHDocurnents and Settingsial UsersiStart MenuhProagramsiGpaai. .,

Pt VPR WU [y Ty Sy | BV | RS | PR o N | | P ] RSN PR S g S | [y

11. Once the Gpgdwin setup wizard is complete, the following screen will be

displayed. Click the “Finish” button

® Gpgdwin Setup

GPG\\“wiN Completing the Gpg4win Setup
Wizard

Your compuker musk be restarted in order ko complete the
installation of Gpg4win, Do you want ko reboot now?

{(#) Rebook now

(31 want ko manually reboak later
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12. If you do not uncheck the “Show the README file” check box, the README

file will be displayed. The window can be closed after you’ve reviewed it.

BLADMLem - Hoseped [ oo

-

CREATING YOUR PUBLIC AND PRIVATE KEYS

GPG encryption and decryption is based upon the keys of the person who will be
receiving the encrypted file or message. Any individual who wants to send the person an
encrypted file or message must possess the recipient’s public key certificate to encrypt the
message. The recipient must have the associated private key, which is different than the
public key, to be able to decrypt the file. The public and private key pair for an individual is
usually generated by the individual on his or her computer using the installed GPG program,

called “Kleopatra” and the following procedure:
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1. From your start bar, select the “Kleopatra” icon to start the Kleopatra certificate

management software

.,‘ MNotepad

Scaturro, Anthony
Documents
Pictures

Music

Computer

Control Panel
ﬂ WinSCP

Devices and Printers
; Data Sources (ODBC)

Default Programs

@ Skype for Business 2015
Help and Support

0 Call Legging

> Al Programs

2. The following screen will be displayed

1 Neopatr

File View Cerificates Tools Settings Window Help
i@lrrmrtterﬁﬁmtes j Evport Certficates eRetim? J Siop Operation | @ Lookup Cerificates on Server ET/'Cbbuard,

[seach... ct+0> My Certficates |
1©| wycertates | Tusted Certfcates | Other Certfcates | x|
Name [  E-Mai Valid From Valid Until Key-ID

VVIT DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING 53




CS6711 SECURITY LABORATORY

3. From the “File” dropdown, click on the “New Certificate” option

Settings Window Help

Cirl+N Redsplay () Stop Operston | @R Lookup Certficates on Server [ Clpboard

Ctrl+Shift+1 |My Certificates

lew Import Certificates... Ctri+l ftificates | Al Certificates |
4 Export Certificates, . Ctrl+E | veiduntil |  Detits |

iy Export Secret Keys...

/4 Export Certificates to Server. Ctrl+Shift+E

=i Decrypt/Verify Files...
== Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

© Close Ctrl+W

B3 Quit Ctrl=Q

4. The following screen will be displayed. Click on “Create a personal OpenGPG key
pair” and the “Next” button

Choose Certificate Format

Please choose which type of certj te,
@ Create a personal OpenPGP key pair
OpenPGP key pairs are created locally, and certified by your friends and

acquaintances. There is no central certification authority; instead, every
individual creates a personal Web of Trust by certifying other users' key

pairs with their own certificate. i
[

@ Create a personal X.509 key pair and certification request
X.509 key pairs are created locally, but certified centrally by a certification
authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.
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5. The Certificate Creation Wizard will start and display the following:

Enter Details

Please enter your personal details below. If you want more control over the certificate
parameters, dick on the Advanced Settings button.

Name: I (required)

EMail: | (required)

Comment: | (optional)

MNameis required, but empty.

6. Enter your name and e-mail address. You may also enter an optional comment. Then,

click the “Next” button

Enter Details

Piease enter your personzl details below. If you wan: more control over the certificate

- o

Name: (required)
EMal:  |scaburro@uhd.edu (required)
Comment: | My certificate for GPG| (optional)

Anthony Scaturro (My certificate for GPG) <scaturro@uhd.edu>

Advanced Sethgsl
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7. Review your entered values. If OK, click the “Create Key” button

Review Certificate Parameters

Please review the certificate parameters before proceeding to create the certificate.

Name: Anthony Scaturro
Email Address: scaturro@uhd.edu
Comment: My certificate for GPG

8. You will be asked to enter a passphrase

u M Cetificate Creation Wizard

Creating Key..

! Your key is beng oeat=d,

The process of areating 2 key regdres large amounts of rardem rumbers, To foster this
Drocess, you can e the entry field below to enter some gioberich. The textixelf dossnat ||
matter - only the rter-daracter iming, You can also move this window around with your
mouea, or etart cone dick-ntenzve application

L=
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9. The passphrase should follow strong password standards. After you’ve entered your
passphrase, click the “OK” button.

9‘ Enter passphrase

10. You will be asked to re-enter the passphrase

r I ™
Lo  wERS
Please re-enter this passphrase

~ Passphrase
K || concdl |
9 2 J
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11. Re-enter the passphrase value. Then click the “OK” button. If the passphrases match,
the certificate will be created.

r | h

3 Ppinentry

A

12. Once the certificate is created, the following screen will be displayed. You can save a
backup of your public and private keys by clicking the “Make a backup Of Your Key
Pair” button. This backup can be used to copy certificates onto other authorized
computers.

B

Key Pair Successfully Created

Your new key pair was created successfully. Please Gnd details on the result and some
sucoested next steps below .

~Result

Certificate created successfully.
Fingerprint: 5CF546EDD74175F5S /8D 2948AC /B /B0 2F 328213

Mszke a Backup Of Your Key Pair.. .

Send Certificate By EMail. ..

Upload Certificate To Directory Service. ..
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13. If you choose to backup your key pair, you will be presented with the following
screen:

(Empme S )
Please select export options for Anthony Scaturro (My certificate for
GPG) <scaturro @uhd.edu> (2F328213):

Qutput file: | L3
[~ ASCII armor

14. Specify the folder and name the file. Then click the “OK” button.

A Expor Secr:ttertiﬁit‘ L7 )

Piease select export options for Anthon‘f Scaturro (My certificate for
GPG) <scaturro@uhd.ed g

I
I
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15. After the key is exported, the following will be displayed. Click the “OK” button.

8 ecrt Key Export Fiishe.. (=0 I

™

Secret key successfully exported.

16. You will be returned to the “Key Pair Successfully Created” screen. Click the
“Finish” button.

-

Key Pair Successfully Created

Yaour new key pair wac created succesefully, Please find detais on the result and some
suggested next steps below.

Result-

Certificate ceated successfully,
Fingerprint: SCFS46E0D74175F69 78D248AC 7TB4DTRI2F328213

—Next Steps

Send Certficate By EMall... |

Unlcad Certificate o Directory Service. .. |
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DECRYPTING AN ENCRYPTED E-MAIL THAT HAS BEEN SENT TO YOU:

17. Before the program closes, you will need to confirm that you want to close the

program by clicking on the “Quit Kleopatra” button

" Heally{luit?-ﬂkopatr- [~

Kleopatra may be used oy other appications as a senvice,
Tou may instead wiant to dose this window without exting Kleopatra,

™ Dorct ask again

b4 QutKleoparra
\&—‘.‘./

0 QOrly Close Windo Cancel

1.

Open the e-mail message

L 3 ot > 3 A ~
LT | a
< 1'- & _-’.. . 4 ﬁ'.t«bs" P b " Eetamed t
8, bk Doite  Soply Mgl Formard G niowe- = I el e Zoe
Detete — ta " fo— =

Lncrypted body mestage - Messsge (1 11ML T m

Erverypted Doy meviage

o Rty

——BEGIN PGE MFSSALE
Version: Gnue vl

WQE MASACW ] SCKE ENAQgAwe ngitd it wan Rl INC IF Ses Mul Ofed VDvr 100
EYNC0 Fubbenpitg gL NLIPEIV p Y BRI v fuths g Loght ™ LITT 1510 T uyQ

FEAMM ST RATICIRES o WA T AnlE T ogae WIHAR beml Arghe s Bepyll 5P 2 i ORI
S ESALAYLLK D TIO T LAKT /g vl o al Y O W HSAC Ovmg 1 Fe 8407 1V
Dot T o TOMBDDPha /O VORI g7 Viden N T g Ul vl AR I S Twd DM GSRE ]
1AL4 30 0Dy e ik B ey Y ik K BWILBOANeLs SOy FCEH UL

[T el 2 s ¥ Ll o1 MO v PP WIS S g TP rssfos s 71
SerCBhalokPil Ful 1 +JOgE0 AP GO MCEOR D) MEAYL Cigectypbubedl w8

OCP &9y th7T 2 LIPIGKGbrdVICH ulfoe DFVigLim L DENURWSyjul LCWUmE TRiadLn
CYDI G LXK S VO YySey S S 1 X CLIWVAC WO
O Lo e gt LV K a8 o The e ywpnd by P10 kyliyoSén u

© POLIANCHFC UBL e 10w el e HCA0F WO foth WG a0+ PO TAubSOKL v/ Tal

DL AVLGOVDYIWT AT sl ige BT ET ol Y YRR DOGE s 57 Kons 10r'C Y e BAL Ve XM

1LV S DKy InSMLACT 7oz G0 3 IFA v Uepumh TGaIL OMONS 70 T52504x0 0
DEYY

=fuln

——END PGP MESLAGE
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2. Select the GpgOL tab

Ererrptmd Beddy rremmge - Mg (371

ADCHE HiF

Lawrypied Body masiage

B GIN PGF MESSAGE
Werdon: GnuPs 2

e DAL Vi 3 KE 1 A g v gl bty s BN ICFr e vl i e GG
WSV Tesl e Segi g L ML PR Ay BT FurE e B M PFL BT 0T g
TCadviad SwrcranDriig #+ TV Tl FT Dpc THadsrmd Aghe gy Pl e ywelhib g
S L BT TR W gl e o e L VA 1 g e B 500
Ererd T o TEHA bODFbayy O Sy 8BL g viid b TRppgLim s LvilohB0.3 [ STwhS HIGERAE
Tl D+ D Mgt b DR E o i ™ S S A LB DA ek 30y D2 U

9 R P T L L AT Ty W o FTg L FrTeureaui

B el BhlabPel Tl 4O 00AAN A 0I0E JCFORADTERYL G o typ @ uball i Wi
DR T E LIPS b S U Sge W UL BN T W Sy L RUmE T Pl
VTR dAA St A Gkl 00 Ui e W EAASLCT g O 0 B Syl Bl umE LYW
e IS dy G 4t EE LRt aie o Thilfvitye pod kP T bydyoSbey

e AR DT e T Mg v i LM Dl Ao, WP AD L PO 7 bl Bl

B+ AL BV y A al o U e SEVE " cfY O TRF DOGEwAL BT Bnoscy T S+ BL Fekim
VISP IR AL T7 | I IFAT plllepam b T G [EQMIMITO TSa508: 00
D

=t

END PGF MESSAGE

3. Click the “Decrypt” button

Prorypemdinarhy rorsays blerags = T8

Lnerypied body meisiae

AU DA B L

Wk o ARG v

o e S 1 S E A e Ttk e s R N St L T L0
SV RI0T A b ) gL ML YR i L 5 GRS AP ELIT IS AOT wald
TElhA Zhw O DO & TR dBrard F7 Do VAR F Al e PR Pl Do DT A
S G+ D PR LT M bV W08 RV EUSON0 g YFBOE M
Crma T aiT DMBODP D OV GBL Py T pagUim a Lw St A [0 ST A HIGaSEL
1AL A3 e B K e b DB By b X e S0B W LIBDAM ] D6 C g BHUZ R
[ T 2 s Ling me | L e e A o i, 190 b LA b E | PP s LT
St Bhohok PG T uh L of Og O0LARy w0 0 2l FO RO PENTL (o coyp@uball w k8
CrCPapsh7EL 1P/ bad of uUSae OPvoLrml beniw S . Chu s ETV s
TSR B ben VY FAG 8 SHCK A s WS A AL gD 3 1y Sy 1 SV L LRI
& O 1 G5 G St OETL VR 5 B THE Py Mg 02 byl lSr e
EnoUANIC FCSHILhe Tyt vae il GG PhOdL vl W Ga40=C PO dbubdakle /el
UL = 0 RO Ry A P 90 g 6 S SR i SV R IO e/ W sl Vil o
BUVAE s Pl e L i s TR e, CC AW A pd e paamn e T Cal E QAN PO TE RS0 e
DEwy
=iwir

LLRE R LS B el S
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4. A command window will open along with a window that asks for the Passphrase to
your private key that will be used to decrypt the incoming message.

T= E:‘\Frogram-hles (EENGNUNGnuPG\gpgl.ene = | l= =

¥\ pinentry

- Fleass enter the passahrase to uniodk the seaetkey for the OpenPaP certificats:
“Anthony Scaturra My cerfificate for GPE) <scaturmro@ubd, edu ="
20498-bit PEA kay, ID COFFa3I0A,
creabod 2016 0211 {main key ID ¥3223213)

Passphrase |

5. Enter your passphrase and click the “OK” button

f pinentry r Lﬂ1

| Please enter the passphrase to unlock the seare: key for the OperPGP certificate;
“Anthony Scaturro My certificate for GPG) <scaturro@uhd.edus"
2048-bit RSA key, ID COFFE30A,
aeated 2016-02-11 (main key ID 2F328213).

Passphrase
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6. The results window will tell you if the decryption succeeded. Click the “Finish” button
top close the window

: —
@. ™ Decryot/Veri
=

Results

Status and progress of the orypio operations is shown here.

All operations completed.

7. Your unencrypted e-mail message body will be displayed.

e fd. L T e
ITLAGE  Eeali | Mkl issllas WSO POE
’

L
~
g B Y

it it Dot Wy

R

Zonmd Tasthndy
|'|;"'r] Ly
| - wrid Surt
I )\‘ Lraryotind beedy Famange

Hars b s iample renage with the whols oy snorpped

L

2 |
»
| = - - -..-""-"
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8. When you close the e-mail you will be asked if you want to save the e-mail message in
its unencrypted form. For maximum security, click the “No” button. This will keep the
message encrypted within the e-mail system and will require you to enter your
passphrase each time you reopen the e-mail message

Microsoft Outlook [

The properties of the message “Encrypted body message” have been changed,

l \ Want to save your changes to this message?

Cancel

RESULT:
Thus the secure data storage, secure data transmission and for creating digital

signatures (GnuPG) was developed successfully.
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EX. NO: 05

WORKING WITH KF SENSOR TOOL FOR CREATING AND
MONITORING HONEYPOT

AIM:

Honey Pot is a device placed on Computer Network specifically designed to capture
malicious network traffic. KF Sensor is the tool to setup as honeypot when KF Sensor is
running it places a siren icon in the windows system tray in the bottom right of the screen. If

there are no alerts then green icon is displayed.

INTRODUCTION:

HONEY POT:

A honeypot is a computer system that is set up to act as a decoy to lure cyber
attackers, and to detect, deflect or study attempts to gain unauthorized access to information
systems. Generally, it consists of a computer, applications, and data that simulate the
behavior of a real system that appears to be part of a network but is actually isolated and
closely monitored. All communications with a honeypot are considered hostile, as there's no
reason for legitimate users to access a honeypot. Viewing and logging this activity can
provide an insight into the level and types of threat a network infrastructure faces while
distracting attackers away from assets of real value. Honeypots can be classified based on
their deployment (use/action) and based on their level of involvement.

Based on deployment, honeypots may be classified as:

1. Production honeypots

2. Research honeypots
Production honeypots are easy to use, capture only limited information, and are used
primarily by companies or corporations. Production honeypots are placed inside the
production network with other production servers by an organization to improve their overall
state of security. Normally, production honeypots are low-interaction honeypots, which are
easier to deploy. They give less information about the attacks or attackers than research
honeypots.
Research honeypots are run to gather information about the motives and tactics of the Black
hat community targeting different networks. These honeypots do not add direct value to a
specific organization; instead, they are used to research the threats that organizations face and

to learn how to better protect against those threats.
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KF SENSOR:

KFSensor is a Windows based honeypot Intrusion Detection System (IDS). It acts as
a honeypot to attract and detect hackers and worms by simulating vulnerable system services
and trojans. By acting as a decoy server it can divert attacks from critical systems and
provide a higher level of information than can be achieved by using firewalls and NIDS
alone. KFSensor is a system installed in a network in order to divert and study an attacker’s

behavior. This is a new technique that is very effective in detecting attacks.

The main feature of KFSensor is that every connection it receives is a suspect hence it
results in very few false alerts. At the heart of KFSensor sits a powerful internet daemon
service that is built to handle multiple ports and IP addresses. It is written to resist denial of
service and buffer overflow attacks. Building on this flexibility KFSensor can respond to
connections in a variety of ways, from simple port listening and basic services (such as
echo), to complex simulations of standard system services. For the HTTP protocol KFSensor
accurately simulates the way Microsoft’s web server (IIS) responds to both valid and invalid
requests. As well as being able to host a website it also handles complexities such as range
requests and client side cache negotiations. This makes it extremely difficult for an attacker

to fingerprint, or identify KFSensor as a honeypot.

PROCEDURE:

STEP-1: Download KF Sensor Evaluation Setup File from KF Sensor Website.

STEP-2: Install with License Agreement and appropriate directory path.

STEP-3: Reboot the Computer now. The KF Sensor automatically starts during windows
boot.

STEP-4: Click Next to setup wizard.

STEP-5: Select all port classes to include and Click Next.

STEP-6: “Send the email and Send from email”, enter the ID and Click Next.

STEP-7: Select the options such as Denial of Service[DOS], Port Activity, Proxy Emulsion,
Network Port Analyzer, Click Next.

STEP-8: Select Install as System service and Click Next.

STEP-9: Click finish.
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RESULT:
Thus the study of setup a hotspot and monitor the hotspot on network has been

developed successfully.
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EX. NO: 06

INSTALLATION OF ROOTKITS

AIM:

Rootkit is a stealth type of malicious software designed to hide the existence of
certain process from normal methods of detection and enables continued privileged access to

a computer.

INTRODUCTION:

Breaking the term rootkit into the two component words, root and kit, is a useful way
to define it. Root is a UNIX/Linux term that's the equivalent of Administrator in Windows.
The word kit denotes programs that allow someone to obtain root/admin-level access to the
computer by executing the programs in the kit — all of which is done without end-user

consent or knowledge.

A rootkit is a type of malicious software that is activated each time your system boots
up. Rootkits are difficult to detect because they are activated before your system's Operating
System has completely booted up. A rootkit often allows the installation of hidden files,
processes, hidden user accounts, and more in the systems OS. Rootkits are able to intercept

data from terminals,network connections, and the keyboard.

Rootkits have two primary functions: remote command/control (back door) and
software eavesdropping. Rootkits allow someone, legitimate or otherwise, to administratively
control a computer. This means executing files, accessing logs, monitoring user activity, and
even changing the computer's configuration. Therefore, in the strictest sense, even versions
of VNC are rootkits. This surprises most people, as they consider rootkits to be solely

malware, but in of themselves they aren't malicious at all.

The presence of a rootkit on a network was first documented in the early 1990s. At
that time, Sun and Linux operating systems were the primary targets for a hacker looking to
install a rootkit. Today, rootkits are available for a number of operating systems, including

Windows, and are increasingly difficult to detect on any network.
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PROCEDURE:

STEP-1: Download Rootkit Tool from GMER website www.gmer.net.

STEP-2: This displays the Processes, Modules, Services, Files, Registry, RootKit /
Malwares, Autostart, CMD of local host.

STEP-3: Select Processes menu and kill any unwanted process if any.

STEP-4: Modules menu displays the various system files like .sys, .dll

STEP-5: Services menu displays the complete services running with Autostart, Enable,
Disable, System, Boot.

STEP-6: Files menu displays full files on Hard-Disk volumes.

STEP-7: Registry displays Hkey_Current_user and Hkey_Local_Machine.

STEP-8: Rootkits / Malwares scans the local drives selected.

STEP-9: Autostart displays the registry base Autostart applications.

STEP-10:CMD allows the user to interact with command line utilities or Registry
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RESULT:

Thus the study of installation of Rootkit software and its variety of options were

developed successfully.
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EX. NO: 07

WORKING WITH NET STUMBLER TO PERFORM WIRELESS
AUDIT ON A ROUTER

AIM:

To perform wireless audit on an access point or a router and decrypt WEP and WPA

(Net Stumbler).

INTRODUCTION:

NET STUMBLER:

NetStumbler (Network Stumbler) is one of the Wi-Fi hacking tool which only
compatible with windows, this tool also a freeware. With this program, we can search for
wireless network which open and infiltrate the network. Its having some compatibility and
network adapter issues. NetStumbler is a tool for Windows that allows you to detect Wireless
Local Area Networks (WLANSs) using 802.11b, 802.11a and 802.11g. It runs on Microsoft
Windows operating systems from Windows 2000 to Windows XP. A trimmed-down version
called MiniStumbler is available for the handheld Windows CE operating system.

It has many uses:
v' Verify that your network is set up the way you intended
Find locations with poor coverage in your WLAN.
Detect other networks that may be causing interference on your network
Detect unauthorized "rogue" access points in your workplace

Help aim directional antennas for long-haul WLAN links.

NN NN

Use it recreationally for WarDriving.

PROCEDURE:

STEP-1: Download and install Netstumbler.

STEP-2: It is highly recommended that the PC should have wireless network card in order to
access wireless router.

STEP-3: Now Run Netstumbler in record mode and configure wireless card.

STEP-4: There are several indicators regarding the strength of the signal, such as GREEN
indicates Strong, YELLOW and other color indicates a weaker signal, RED
indicates a very weak and GREY indicates a signal loss.

STEP-5: Lock symbol with GREEN bubble indicates the Access point has encryption

enabled.
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STEP-6: MAC assigned to Wireless Access Point is displayed on right hand pane.

STEP-7: The next column displays the Access points Service Set Identifier[SSID] which is

useful to crack the password.

STEP-8: To decrypt use WireShark tool by selecting Edit - preferences - IEEE 802.11.

STEP-9: Enter the WEP keys as a string of hexadecimal numbers as A1B2C3D4ES.

SCREENSHOTS:
[ [tﬂ'.]] Network Stumbler - [Softpedia.ns] @Eli_hr
@ File Edi'g V_iew ngice Window Help

D[P R¢d nrE

ik
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Lok GIDs

EI? Filters
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----- @ Encruption On
- ESS ()

ol pee ey
S 1093 [PEET]

-1 CF Pollble

----- ! ‘ﬁ’] Chart Preamble

,,,,, li W] BoCC

8" Shor Slat Time (11g)
...... af Defaut 5SID

j Metwork Stumbler - [ 200601081-40:43] E

B e Gt View Devie Wrckw Heb
DNe@re4+F H-=mas ?

=|0j¥
B

] "5,1 Chareneks HAC

550 | Mame [ Chan | Spesd | Vendor | Type | Ene. | SN [ Signahs | Nows [ SHRe

X ONFDEIEE et ! S 4
Y O DFSEMAED ke § Tl Lk AP
E‘a

= o 55103
O00FSEETDICEY buss
(- ke b ®

b delaul
4k inkays
= Fivars

of Ercrypbon O
gl Encrypiin On
W ESS k)
B 1055 (Pea)
'K’ CF Polable
%’ hat Prerble
3§ Pcc
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of Delaut S50 ‘ |

Ready T 3P activm ' |
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P51 Disabled
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etharis Preferences - Profle Defaul

L B F e L
H.245

H.501

H248

H263P

H2EA
HC_ACL
Hilzches
HTTP

BC

KMP
N
[EEE 802154
IEEE 8)2.1aH

-

TEEE BO2. 11 wireless LAN

Reascemble fragmerted 81211 datagrams:
Ignore vendor-specific HT alements:

Call subdissector for setrancmitted 30211 frames:
Assume packets have FCS

Igrore the Protection bit:

Enable decryption:

2 Mo Ves - w

¥

Eey exsmples: 0102030405 (4064 -bit WEP)
OL02030405060T0803101 111 21 3 (104,1.28- bet WEP),

wpa- pwidtMyPassword[:MyAFP] (WPA = plaintest password [« 55
wpa-pr oL 02030405, 6061626354 (WPA + 256-bat kev). Invalid k

Ky 21

ENADE ey phon: s

Key exsmples: 01:02:03:0405 (40,64 - bit WEP),
0102030405060 T0809101 111 213 (10471 28-bat WEP)

WEP key £1:

WEP key #2: | wpa-pwdidnduction

wpa-pwd onetwothoee

wepa-pwd onetwothres:FC

WEP key &3;

Adding Keys: Wireless Toolbar

» 1If the system is having the Windows version of Wireshark and have an

AirPcap adapter, then we can add decryption keys using the wireless toolbar.

» 1If the toolbar isn't visible, you can show it by selecting View —>Wireless

Toolbar.

» Click on the Decryption Keys button on the toolbar:
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son.peap - Wieshark
ww Qu Coplue Anilyze  Falsics Td:phuu! Toubi  Help

N BAXZE Re99T2 RAAE DB B

v Epreuon. Cler Apply
N - I ] _|
Channel e FCS Flter | ANl Fiarme Wireshark 'J Wirelest Sethn
4 Source 1 [estination { Protocol 4 [alo
1343 AULIMLUN 82530534  Bl'UaliLdst Ak W [ L%, 088,00 0¢  (BED L9, 108,10, S0

» This will open the decryption key management window. As shown in the window you

can select between three decryption modes: None, Wireshark and Driver:

il Decryption Key Management E
Decryption Keys

Wireshark E Select Decryption hMode
Mome Koy S8ID Mew
Wireshark rtwothree FOUR Edit...
':"tr'_":'l' uction

Delete

¥p
Pown
oK Apply Lancel

RESULT:
Thus the wireless audit on an access point or a router and decrypt WEP and WPA

(Net Stumbler) was done successfully.
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EX. NO: 08

WORKING WITH SNORT TOOL TO DEMONSTRATE INTRUSION
DETECTION SYSTEM

AIM:

Snort is an open source network intrusion detection system (NIDS) and it is a packet

sniffer that monitors network traffic in real time.

INTRODUCTION:

INTRUSION DETECTION SYSTEM :

Intrusion detection is a set of techniques and methods that are used to detect
suspicious activity both at the network and host level. Intrusion detection systems fall into
two basic categories:

v' Signature-based intrusion detection systems

v Anomaly detection systems.

Intruders have signatures, like computer viruses, that can be detected using software.
You try to find data packets that contain any known intrusion-related signatures or anomalies
related to Internet protocols. Based upon a set of signatures and rules, the detection system is

able to find and log suspicious activity and generate alerts.

Anomaly-based intrusion detection usually depends on packet anomalies present in
protocol header parts. In some cases these methods produce better results compared to
signature-based IDS. Usually an intrusion detection system captures data from the network
and applies its rules to that data or detects anomalies in it. Snort is primarily a rule-based

IDS, however input plug-ins are present to detect anomalies in protocol headers.

SNORT TOOL:

Snort is based on libpcap (for library packet capture), a tool that is widely used in
TCP/TPtraffic sniffers and analyzers. Through protocolanalysis and content searching and
matching, Snort detects attack methods, including denial of service, buffer overflow, CGI
attacks, stealthport scans, and SMB probes. When suspicious behavior is detected, Snort

sends a real-time alert to syslog, a separate 'alerts' file, or to apop-up window.

Snort is currently the most popular free network intrusion detection software. The

advantages of Snort are numerous. According to the snort web site, “It can perform protocol
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analysis, content searching/matching, and can be used to detect a variety of attacks and
probes, such as buffer overflow, stealth port scans, CGI attacks, SMB probes, OS

fingerprinting attempts, and much more” (Caswell).

One of the advantages of Snort is its ease of configuration. Rules are very flexible,
easily written, and easily inserted into the rule base. If a new exploit or attack is found a rule
for the attack can be added to the rule base in a matter of seconds. Another advantage of

snort is that it allows for raw packet data analysis.

SNORT can be configured to run in three modes:
1. Sniffer mode
2. Packet Logger mode
3. Network Intrusion Detection System mode
1. Sniffer mode
v Snort —v Print out the TCP/IP packets header on the screen
v Snort —vd show the TCP/IP ICMP header with application data in transmit
2. Packet Logger mode
v snort —dev -1 c:\log [create this directory in the C drive] and snort will
automatically know to go into packet logger mode, it collects every packet it
sees and places it in log directory.
v" snort —dev -1 c:\log —h ipaddress/24:This rule tells snort that you want to
print out the data link and TCP/IP headers as well as application data into the
log directory. snort -1 c:\log —b This is binary mode logs everything into a
single file.
3. Network Intrusion Detection System mode
v snort —d c:\log —h ipaddress/24 —c snort.conf This is a configuration file
applies rule to each packet to decide it an action based upon the rule type in
the file.
v Snort —d -h ipaddress/24 -1 ¢:\log —c snort.conf This will cnfigure snort to
run in its most basic NIDS form, logging packets that trigger rules specifies in

the snort.conf.

PROCEDURE:

STEP-1: Sniffer mode—> snort —v = Print out the TCP/IP packets header on the screen.
STEP-2: Snort —vd = Show the TCP/IP ICMP header with application data in transit.
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STEP-3:

STEP-4:

STEP-5:
STEP-6:

STEP-7:

STEP-8:
STEP-9:

Packet Logger mode > snort —dev -1 c:\log [create this directory in the C drive]
and snort will automatically know to go into packet logger mode, it collects every
packet it sees and places it in log directory.

snort —dev -1 c:\log —h ipaddress/24 - This rule tells snort that you want to print
out the data link and TCP/IP headers as well as application data into the log
directory.

snort — c:\log —b - this binary mode logs everything into a single file.

Network Intrusion Detection System mode = snort —d c:\log —h ipaddress/24 —
snort.conf = This is a configuration file that applies rule to each packet to decide
it an action based upon the rule type in the file.

snort —d —h ip address/24 -1 c:\log —c snort.conf = This will configure snort to run
in its most basic NIDS form, logging packets that trigger rules specifies in the
snort.conf.

Download SNORT from snort.org. Install snort with or without database support.

Select all the components and Click Next. Install and Close.

STEP-10: Skip the WinPcap driver installation.

STEP-11: Add the path variable in windows environment variable by selecting new

classpath.

STEP-12: Create a path variable and point it at snort.exe variable name - path and variable

value = c:\snort\bin.

STEP-13: Click OK button and then close all dialog boxes. Open command prompt and type

the following commands:
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INSTALLATION PROCESS :

csron2s02seve (NNl

Select which configuration options you want installed

3

All windows versions of Snort already contain support for logging to MySQL and ODBC
databases, Please select any additional functionality that you desire.

Gl_ﬁdonotdmhhg to a database, or I am planning to log to one of the datahaseslrshed
Bbove

Irleeds.ppnrtfurbggmgtohiaum&SQLServa Mote that the SQL Server dient
~ software must already be installed on this computer,

. I need support for logging to Orade. MNote that the Orade dient software must already
~' be installed on this computer,

[ <Bade |[ mext> | [ cancel |

L Enwronment Vanables

FUSERPROFILE%:WAppData\Local\Temp
FUSERPROFILE%%\AppData\Local\Temp

] [ Delete

System variables

Variable Value

CLASSPATH o \Program Files\Java'ljre 1.6.0Vib\ext. ..
ComSpec C:\Windows\system32\cmd.exe
FP_MNO_HOST_C... NO

NUMBER._OF_P... 4
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F

T Acministrator; C\Windows\systema2\cmd.exe - snort -y

UDP TTL:128 TOS:Bx@ 1D:9@3 IpLen:2A Dgmlen:78
Len: 50

=t=4z=+=4=4=4=4=+4=4=4=4+=¥4=4=4=4=4=4=4=4=4=¥4=4=4=t=4=4+z=4=4+=¥=4=4=4=4=

[A3/28-12:13:57.248341 192.163.56.141:63650 -> 224.8.8.252:5355
EDP Tg%:i T05:8x8 1D:784 IpLen:20 Dgmlen:5@
en:

=t=4z=+=4=4=4=4=+=4=4=4=4=4=4=4=4=4=4=¢+=4=¥4=4=4=4=4=4+z=4=4+=4=4=4=4+=4=

A3/20-12:13:57.348568 192.163.56.101:63658 -» 224.8.0,252:5355
EDF Tg%:i TOS:@xA 1D:985 Iplen:2@ DymLen:5R
=i2;=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=

A3/28-12:13:57.548088 192.163.56.101:137 -> 192.168.56.255:137
EDP TE%:iZB T0S:8xB 1D:986 Iplen:2d Dgmlen:78
en:

=t=4=+=4=4=+=4=+=4=4=4=4=4=4=4=4=4=4+=4=4=¥4=4=4=4=4+=4+=4=4+=4=4=4=4=4=

A3/28-12:13:58.298907 192.163.56.101:137 -> 192.168.56.255:137
EDF TE%:iZR T0S:8x@ 1D:987 Iplen:2@ Dgmlen:78
en:

=t=4=4=4=4=4=4=+=4=+=4=4=4=4=4=4=4=4+=¥+=4=4=4=4=4=4=4=4=4+=4=4=4=4+=4=

=4=4=

=4=4=

=j=)=

=4=4=

=4=4=
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RESULT

Thus the demonstration of the instruction detection using Snort tool was done

successfully.
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